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Ensuring Information Security in the Sumitomo
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Many companies have conducted various activities to ensure information security since utilization of

information technology became one of the ways to support business. However, changes in the threats surrounding

the current IT environment and changes in the environment such as IT technology and globalization also have

an effect on revisions of international standards, and so security measures in companies need to be reexamined.

This report includes a discussion of information security in the Sumitomo Chemical Group.
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Contents Control
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Organized 5.1.1 Policies for information A set of policies for information security should be defined, approved by management,
Measures security published and communicated to employees and relevant external parties.
FLGR I 0t o 5.1.1 it F 2074 DB S EHE B F ) T4 DO DT EERE. T AEERL. EHREAKRL. BITU. fEER ROBM S 2 BB R

IEAIT S e E LW,

6.1.1 Information security roles  All information security responsibilities should be defined and allocated.

and responsibilities
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Human 7.2.2 Information security

All employees of the organization and, where relevant, contractors should receive

measures awareness, education and appropriate awareness education and training and regular updates in organizational
NSRS training policies and procedures, as relevant for their job function.
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Technical

measures 12.2.1 <Ly 7 ISR 58 B

12.2.1 Controls against malware Detection, prevention and recovery controls to protect against malware should be
implemented, combined with appropriate user awareness.
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Security policy, organization, and awareness
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Personnel security 9
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Physical and environmental security 9
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Access control 7
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and a control system
T 27 4 RIS 257 L O A

Information system Control system
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Priority C: Confidentiality A Availability
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A Availability C: Confidentiality
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