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Concerning Sumitomo Chemical Systems
Service’s Initiative on the Personal Information

Protection Act

Sumitomo Chemical Systems Service Co., Ltd.
Hiroshi NisHIKAWA

Toshinori GoTo

Toshiko SAToMURA

The Personal Information Protection Act, which implements the 8 Principles of the Privacy Guidelines of

the Organization for Economic Co-operation and Development (OECD), went into full effect in April 2005.

The background and requirements of the Act are outlined. Then will be explained the direction with respect to

the Act for this company, which is in the business of handling personal information; each process for dealing

with the “Safety Management Measures” enacted by this company referring to the Ministry of Economy,
Trade and Industry’s guidelines; and the “Compliance Program”.
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1158 OECD 8 Principles

OECD80 0 O
Collection Limitation There should be limits to the collection of personal data and any such data should be obtained by lawful and fair
Principle means and, where appropriate, with the knowledge or consent of the data subject.
ooooooo 00000000000000000000000000000000000000000000000000O0O0000000000O
00000000000000000000000000
Data Quality Principle  Personal data should be relevant to the purposes for which they are to be used, and, to the extent necessary for those

oooooooao

purposes, should be accurate, complete and kept up-to-date.

000000000000000000000O000O00O000O00O0O00O00O000O00O0O0O0O00O0O0O0O00DOO0O00O000
oooooo

Purpose Specification
Principle

oooooooao

The purposes for which personal data are collected should be specified not later than at the time of data collection and
the subsequent use limited to the fulfilment of those purposes or such others as are not incompatible with those
purposes and as are specified on each occasion of change of purpose.

go0o0ooO0o0oOO0O0O0O00O0O0O00000O0O000O000O0O000000O0O0000000O0000000000O0O00O0O0000A0
Oo0boO0o0000000000000000000O000O000C000O000O00O0O0O0O0OO0O0O0O0O0O0O0

Use Limitation Personal data should not be disclosed, made available or otherwise used for purposes other than those specified in
Principle accordance with the Purpose Specification Principle except : (a) with the consent of the data subject; or (b) by the
authority of law.
ooooooo 0000000000000 0000000000000000000000000000O000000000000000000000
oooooooooon
Da000000000000000000
ObOOOOODOOOOOO
Security Safeguards Personal data should be protected by reasonable security safeguards against such risks as loss or unauthorised
Principle access, destruction, use, modification or disclosure of data.
ooooooo 00000000000000000000000000000000000000000O000O000O0O0OOOOOOOOO00O0O

oooooo

Openness Principle

ooooo

There should be a general policy of openness about developments, practices and policies with respect to personal data.
Means should be readily available of establishing the existence and nature of personal data, and the main purposes of
their use, as well as the identity and usual residence of the data controller.
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Individual Participation
Principle

ooooooo

An individual should have the right: (a) to obtain from a data controller, or otherwise, confirmation of whether or not
the data controller has data relating to him; (b) to have communicated to him, data relating to him (i) within a
reasonable time; (ii) at a charge, if any, that is not excessive; (iii) in a reasonable manner; and (iv) in a form that is
readily intelligible to him; (c) to be given reasons if a request made under sub-paragraphs
ooooOoo0O0O0O0ooo
Da00000000000000000000000000000000000000000000O0O0OOOOOOO
ObO0OOD0D0O0O00O0000
0i0 000000000
Dii0 000000000000000000
Diii0 00000000000
OivD 0000000000000000000000000
0c0000a0000b0000O0O0O0O0O0O0O0O0O0OO0ONONO0O0O00O0000000000000000O0O0ONOONONONONONONONnaOn
0oooo
0d000000000000000000000000000000000000000000000000000000000000
0ooooo

Accountability Principle
0oooo

A data controller should be accountable for conforming with measures which give effect to the principles stated above.
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1k:151[272 Personal Information Leak Incidents
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Discovered Organization Records Content Cause Compensation per person
oooo oooo oo oo oo 100o0o00ooa
Jun.03 Lawson 560,000  Card member information Internal crime? ¥500
H150 60 oooo 00ooooo oooo
Jul.03 Ricoh 60,000  Family registry information tape Lost in transit by courier ?
H150 70 ooo 0o0oooMT 000ooooono
Aug.03 A-Plus 80,000  Member information Removed by contractor employee? ¥1,000
H150 80 oooo 0ooo 00oOoooooooo
Oct.03 Family Mart 180,000  E-mail newsletter subscribers Removed by employee or contractor employee?  ¥1,000
H150 100 00ooooooo 00ooooo 00000000000000
Jan.04 Sanyo Shinpan 1,160,000  Loan balance Employee participation? case-hy-case
H160 10 oooo oooo ooooo oooo
Feb.04 Yahoo! BB 4,520,000  Subscriber information ID, password left out ¥500
H160 20 OOOBB 0oooo IDOO000D00D000000
Mar.04 Japanet Takata 300,000  Customer list System development company? ?
H160 30 000ooooono oooo 000ooooono
Apr.04 Cosmo Oil 2,200,000  Card member information Leaked by insider? ?
H160 40 ooooo 0oooooo 0oooooo
May.04 Mitsubishi Materials 1,100  Online customer information Inadequately protected web page ?
H160 50 0oooooo 0000O0000o HPOOOOO
Oct.04 Mie Prefectural Library 133,000  User information Contractor employee removed without ?
H160 100 0oogooo 0oooo permission, stolen PC
000000000PCOO

Nov.04 Rihga Royal 12,000  Guest information (including credit card) ~ Stolen PC ?
H160 110 0oooooo 00000000000000000 oooooo
Feb.05 NTT Docomo 25,000  Customer list ? ?
H170 20 NTTO OO oooo
Mar.05 Club Tourism 90,000  Subscriber information Unauthorized access ?
H170 30 000ooooo 0oooo oooooo
Apr.05 Michinoku Bank 1,310,000  Subscriber information Incorrect disposal? ?
H17040 oooooo (including bank account information) oooo

00O00O0O000o0o0oon
May.05 Kakaku.com 22,000  E-mail addresses Unauthorized access ?
H170 50 0oooo 00ooooo oooooo
Jul.05 Rakuten Ichiba 36,000  Subscriber information ? ?
H17070 oooo ooooo
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1108 Correspondence between OECD 8 Principles and the Personal Information Protection Act

OECDS0 O OO00O00000000O

OECD 8 Principles Duties of Personal Information-Handling Organizations
OECD80 O 0oo0oo0o0o0oooo
Purpose Specification Purpose of collection must be made clear, and use of data must [ Must specify as precisely as possible the purpose of use
Principle match purpose of collection. (Article 15)

oooooooo

gooooooOoooOOoO0oDOO0O0O00000D0O0D0OO0

00oo000o00o0000000000000MmMO1500

Use Limitation Principle ~ Must not use for other purposes without agreement of the data’s [ Must not handle beyond the scope necessary for achieving the

ooooooo subject and compliance with legal procedures.

ooooo0oo0o0D000000000000000000O0000000

gooooooooo

purpose of use (Article 16)
000000000000000000000000000MO 1600
0 Must not divulge to third party without obtaining permission

from person concerned (Article 23)
0000000000000000000000mMO2300

Collection Limitation

Principle and obtaining agreement from the subject.
0oooooo

Should collect data by legal and fair methods after informing

Must not collect data with deceitful or other unfair methods
(Article 17)

goooooooOoOOOO00000O0O00O0O0O0O00O0O0O0OOCOOOOO gooooooOooooOo0OO000O00O0DOO0O0mMO1700

Data Quality Principle Data should fit the purpose of use and be accurate, complete, Must work to keep information accurate and up-to-date

oooooooo and up-to-date. (Article 19)

0000000000000000000000000000 000000000000000000000000mMO1900
Security Safeguards Data should be protected from loss, destruction, use, alteration, ~Must take necessary measures to manage security. (Article 20)
Principle divulgence, etc. with reasonable measures to safeguard security. 0C00000000000000000000000MO2000
0oooooo

ooo

oooooooboooooDbO000000000000000000  Must perform necessary supervision of employees and

contractors. (Articles 21, 22)
00000000000000000000000000MO2102200

Openness Principle
ooooo

Individual Participation ~ Should make public the intent to collect data, indicating clearly

[0 Must give notice or make public announcement of the purpose

of use when collecting data. (Article 18)
000000000000000000000000000MO1800

Principle the data’s existence, the purpose for which it is to be used, and 0 Must put the purpose of use, etc. in a state in which it can be

0oooooo the manager responsible.

goooooooooOoOOoO0OO0OO00OO0OOO0OO0OOO0O0D0O

oooooo

known by the subject person. (Article 24)
0000000000000 0000000000000mMO2400

0 Must disclose possessed personal data at the subject person’s
request. (Article 25)
0000000000000000000000000000mMO2500

[0 Must perform corrections, etc. at the subject person’s request
(Article 26)
000000000D00000000000000mMO200

0 Must cease usage, etc. at the subject person’s request.
(Article 27)
0000000000000000000000000M02700

Accountability Principle ~ Should permit persons to confirm the storage location and content ~ Must work to process complaints appropriately and promptly.

ooooo of data about themselves, and guarantee a hearing for all complaints. (Article 31)
00000000000000000000000000000000000 0O0000000000000000000000MO3100
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1L Security Management Measures

oooooog

Organizational

1. Maintain an organization to enact personal data 11

Measures security measures
0ooooooooo

pboooOobDoOO0OoOoOobDOOoOoOoDDOOoOoOooDO
2. Maintain and operate in accordance to rules 5

established by personal data security measures
00000000000000000000000000
000ooo

3. Maintain a procedure for listing the handling 2
status of personal data
0000000000000000000000

4. Evaluate, revise, and improve personal data 3

security measures
00000000000000000000000

o

Deal with accidents and violations 2
0oooooooooo

Human Measures 1. Conclude closed contracts for employment and 2
0ooooooo

commission contracts.
000000000000000000000000

2. Perform education and training for workers. 3
000000000000000

Physical Measures 1. Manage building (office) entries and exits. 2
poooooooo pbooooboooo
2. Prevent theft, etc. 5
000000
3. Physically protect machinery and equipment. 1

Ooooooooooooo

Technical Measures 1. Identification and authorization of access to 2
000000000

personal data
00000000000000000000

2. Control of access to personal data 8
0000000000000

3. Manage permission to access personal data 2
0000000000000000

4. Log access to personal data 2
00000ooo0o000o0

5. Measures against unauthorized software on 3
information systems that handle personal data

ooo00oo0o00OD00O000000000000D000
ooooo

6. Measures for transport and transmission of 2
personal data
000000000000000

7. Measures for regression testing of information 2
systems that handle personal data
0000000000000000000000000

8. Monitoring of information systems that handle 2

personal data
0000000000000000000

02000000000
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